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(54) Digital circuit with transistor geometry and ctiarinel stops providing camouf iage against 
reverse engineering 

(57) An integrated digital circuit is protected from 
reverse engineering by. fabricating all transistors of like 
conductivity (2, 4, 6. 30; 12, 14, 16. 32) with a common 
size and geometric layout, providing a common layout 
for different logic cells, connecting doped circuit ele- 
merrts of like conductivity with electrically conductive 
doped implants (C) in the substrate (38) rather than 
metalized interconnections, and providing non-func- 
tional apparent interconnections that are interrupted by 
non-discernable channel stops (CSO) so that all cells 
falsely appear, to have a common interconnection 
scheme. The camouflage is enhanced by providing a 
uniform pattern of metal leads (8, 18, 28. 34) over the 
transistor array, with a uniform pattQ-n of heavily doped 
implant taps (ST. DT) from the transistors for connection 
to the leads: undesired tap-lead connections are 
blocked by channel stops. 
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(54) Digital circuit with transistor geometry and channel stops providing camouflage against 
reverse engineering 

(57) An integrated digital circuit is protected from 
reverse engineering by fabricating all transistors of like 
conductivity (2. 4. 6, 30; 12, 14, 16, 32) with a common 
size and geometric layout, providing a common layout 
for different logic cells, connecting doped circuit ele- 
ments of like conductivity with electrically conductive 
doped implants (C) in the sut)strate (38) rather than 
metalized interconnections, and providing non-func- 
tional apparent interconnections that are interrupted by 
non-discernable channel stops (CSO) so that all cells 
falsely appear to have a common interconnection 
scheme. The camouflage is enhanced by providing a 
uniform pattern of metal leads (8, 18. 28. 34) over the 
transistor array, with a uniform pattQ-n of heavily doped 
implant taps (ST. DT) from the transistors for connection 
to the leads; undesired tap-lead connections are 
blocked by channel stops. 
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Description 

RELATED APPLICATIONS 

This application is related to US-appliCfation Serial 
No. 08/191.063. filed February 3. 1994. ' 

BACKGROUND OF THE INVENTION 

Field of the Invention 

This invention relates to the prevention of reverse 
engineering of integrated circuits (ICs). and more partic- 
ularly to security techniques in which a common geo- 
metric design Is established for different circuit c^ls and 
interconnections between circuit elements are^'rnade 
undetectable. 

Description of the^elated Art ' . . 

Several techniques have been used to reverse 
engineer ICs. Electron (e)-beam probing with a scan- 
ning electron miaoscope (SEM), eifher through SEM 
photographs or voltage contrast analysis, is a standard 
reverse engirieering mechanism, although secondary 
ion mass ^ectrometry (SIMS), spreading resistancia 
analysis and various other techniques have also been 
used- A general description of e-beam probing is pro- 
vided in Lee, "Engineering a Device for Electron-beam 
Probing:, IEEE Design & Test of Computers. 1989. 
pages 36-49. 

Numerous ways to frustrate unwanted attemjDts to 
reverse engineer an IC have also been developed. For 
example, in US- Patent No. 4,766,516 to 'Ozdemir et al. 
(assigned to Hughes Aircraft Company, the assignee of 
the present invention), additional circuit elements that 
do not contribute toward the desired circuit function are 
added to an IC. and disguised with the visible appear- 
ance of being an ordinary part of the IC. The elements 
have physical modifications that are not readily visible 
but cause them to function in a different manner, inhibit- 
ing the proper functioning of the IC in case of an 
attenpted copying or other unauthorized use. When the 
apparent function rather than the actual function of the 
disguised elements are copied, the resulting circuit will 
not operate properly. 

In yS-Patent No. 4.583.011 to Pechar a pseudo- 
MOS (metal oxide semiconductor) device is given a 
depletion implant that is not readily visible to a copier, 
who would infer from tiie device's location in the drcuit 
that it would be enhancement-mode. A somewhat 
related approach is taken in French patent publication 
no. 2 486 717 by Bassett et aL, published January 15, 
1982: tilie circuit doping Js controlled so that some 
devices which appear to be ti-ansistors actually function 
as either open or short circuits. And in US-Patent No. 
4,603,381 to Guttag tiie memory of a central processing 
unit is programmed by the doping 6f its channel regions, 
rather tfian by the presence or absence of gates, to pro- 



tect permanently programmed software. 

Instead of disguising circuit elements, some sys- 
tems have a mechanism to protect the circuit from oper- 
ating until a correct access code has been entered. 
5 Such systems are described in US-Patent Nos. 
4,139.864 to Schulman and 4,267,578 to Vetter. 

Each of the above protection schemes requires 
additional processing and/or uses additional circuitry 
that is dedicated to security and does not contribute to 
10 the basic functioning of the circuit This increases the 
cost of circuit production and complicates the circuitry. 

US-Patent No. 4,799.096 to Koeppe uses doped 
implants to connect the sources and drains of different 
transistors to improve drcuit reliability and testatiility, but 
75 the circuit function can be determined from the b-ansis- 
tor arrangement US-Patertt No. 5.138.197 to Kuwaiia 
connects different ti-ansistors in an address decoder 
array with doped implants, but circuit functions can be 
determined from clearly visible elements such as gate 
20 electrodes and circuit interconnects. Japanese patent 
publication 58-190064 to Sawase provides a metaliza- 
tion over a diffused source to block light from the 
source/substrate junction and thus reduce leakage cur- 
rent While this tends to camouflage the source, the 
25 nature of the circuit can still be determined from its visi- 
ble elements. 

SUMMARY OF THE INVENTION 

30 The present invention seeks to provide a camou- 
flaged digital IC, and a fabrication method for tfie IC, that 
is very difficult to reverse engineer, can be implemented 
without any additional fabrication steps and is compati- 
ble with computer aided design (CAD) systems that 

35 allow rriany different kinds of logic circuits to be con- 
structed with ease. 

To achieve these goals, the size and internal geom- 
etry of the transistors within each of the cells are made 
tiie same for the same transistor type, different togic 

40 cells have their transistors arranged in substarrtially the 
same spatial pattern so that the logic furictions are not 
dfecernable from the transistor patterns, and the ti-ansis- 
tors are collecitively arranged in ^ uniform array on the 
substrate so that botiixlaries between different logic 

45 cells are similarly not discernable. 

Electrically conductive, heavily doped implant inter- 
connections that are difficult for a reverse engineer to 
detect provide interconnections among the transistors 
within each cell, with the pattern of interconnections 

50 detjermining the celPs logic function. A uriiform pattern 
of interconnections among all of the transistbrs on the 
suk>strate is preferably provided, with different bgic 
functions implemented by interrupting sorne of the inter- 
connections to make them apparent (they appear to be 

55 conductive connections but are acfejally non-conduc- 
tive) by the addition of opposite conductivity channel 
stop implants. The channel stops are substantially 
shorter than. the interconnections whrtch they interrupt, 
preferably with a dimension equal approximately to the 
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minimum feature size of the IC. To the extent the inter- 
connections could be discerned by a reverse engineer, 
they would all look the same t)ecause the channel stops 
would not be detected, thus enhancing the circuit cam- 
ouflage. 5 

Reverse erigineering Is further inhibited by provid- 
ing a uniform pattern of metal leads over the transistor 
array. A uniform pattern of heavily doped implarit taps 
ar^ made to the various transistors to connect with the 
leads. Some of the taps are liiade apparent by trfocking io 
them with channel stops similar to those employed in 
the apparent inter-transistor connections. A reverse 
engineer will thus be unable to either determine bound- 
aries between different cells, or to rdentrfy different cell 
types, frgm either the metalization or the tap patterns, is 
The metalization is preferably implemented in multiple 
layers, with the upper, layers shading connections 
between a lower layer and the underlying IC. 

A camoiiffeged circuit is preferably fabricated by 
implanting the interconnections and the portions of the 20 
transistors which have the same conductivity at the 
same time, and also implanting the cf^nnel stops and 
the portions of the transistors which have the same con- 
ductivity as the channel stops at the same time- 
Further features and advantages of the invention 25 
will be apparent to those skilled in the art from the fol- 
lowing detailed description, taken together with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS , 30 

FIGs. 1 and 2 are schematic diagrarro of 3-irput 
OR and AND gates; . 
FIGs. 3a and 3b are plan views emphasizing differ- 
ent levels of a camouflaged integrated drcuit in 35 
accordance with the invention, showing . an imple- 
' mentation of the FIG. 1 NOR gate; arxl 
. FIGs. 4a and 4b are sectional views taken along 
section lines 4a-4a and 4b-4b of FIG. 3a* that Illus- 
trate the fabrication of transistor source/drain 40 
regions and associated implanted interconnects, 
including channel stops which make some pf^the 
interconnects apparerit rathei^ than functional. 

DETAILED DESCRIPTION OF THE INVENTION . 45 

^ The invention camouflages digital logic cells by 
arranging all of the transistors for each of the cells in a 
uniform "sea" of transistors in which the boundaries 
between differerrt cells are not apparerit, by arranging so 
the transistors within different cells that have the same 
number of transistors but different logic furictions in the 
same geometric layout so that the cell functions cannot 
be determined by the transistor geometries, by using 
implants that are made electrically conductive by heavy ss 
doping and are not readily discerriable for intracetl con- 
nections, and by providing the same geometric layout of 
intracell interconnections for different logic cells so that 
the cell functions cannot be detemnined even if the inter- 



connections are determined by a reverse engineer. A 
uniform pattern of interconnections is achieved by pro- 
viding implants for all potential interconnections within 
each cell, and disabling unwanted interconnections for a 
given cell with nanrow implanted channel stops of oppo- 
site conductivity. Since the channel stops are even more 
difficult to discern than are the implanted interconnec- 
tions, a still higher levd of protection is provided. Heav- 
ily doped implants with a common geometric layout and 
channel stop interruptions can also be used for intercell 
as well as intracell connections. 

Reverse, engineers typically attempt to recognize 
transistor pattems and interconnections that con*e- 
sppnd to different logic cells, and then try to identify sim- 
ilar patterns throughout the logic array .This saves the 
effort of having to investigate each transistor individu- 
ally. Interconnections between cells are determined by 
photographing the metalization layers and superimpos- 
ing them on the cells. The use of repetitive cell patterns 
greatly simplifies the reverse engineer's task For exam- 
ple, for an array of 1 00,000 cells tiiat errploys 1 00 differ- 
ent types of cells, the reverse engineer only has to 
iderTtify .lOO different cell types. The present invention 
forces a reverse engineer to investigate each individual 
transistor within each cell, and even then the overall cir- 
quit is extremely difficult to reconstruct. 

An important aspect of the invention is that it does 
not rely upon modifications or additions to the function- 
ing of the circuitry that is to be protected from reverse 
engineering, nor does it require any additional process- 
ing steps or equipment. Instead, a highly effective deter- 
rent to reverse engineering is accomplished in a 
streamlined manner that adds neither processing. tiniQ 
nor complexity to the basic circuitry. 

Implementations of the invention in the form of OR 
and AND gates will first be described. Using these and 
other common gat^ as building blocks, many different 
types of logic circuitry can be designed. A distinct 
advantage of the invention is that different types of logic 
circuits may be made to look alike, thus confusing a 
potential reverse engineer. ^ 

FIG. 1 is a schematic diagram of a converitional 
three-input OR gate circuit, in which three p-chanriel 
transistors 2. 4 and 6 are connected in series between 
a positive voltage terminal 8 and an inverted output 10, 
and three n-channel transistors 12, 14 and 16 are con- 
nected in parallel between a negative voltage terminal 
18 (which can be designated ground) and the inverted 
output 10. Input terminals 20, 22 and 24 for the inputs 
designated A. B and C are connected to the gates of 
respective p-chanriel/n-channel transistor pairs. . 

The signal at inverted output 10 represents a NOR 
function. To convert this to an OR output, an inverter 26 
inverts tiie signal at output 10 to produce an OR output 
at terminal 28. The inverter is conventional, consfeting 
of a p-channel transistor 30 and an n-channel transistor 
32 that are connected in series between the positive 
and negative voltage terminals 8-and 18. with the gates 
of tranastors 30 and 32 receiving an input from inverted 
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output 1 0 and output terminaJ 28 tapped from the series 
junction of 30 and 32, 

A conventional three-input AND gate is illustrated in 
FIG. 2. It is similar to the OR gate of FIG. 1 . but for the 
AND gate the three p-channel transistors 2\ 4* and 6* 
are connected in parallel, and the three n-channel tran- 
sistors 12'. 14' and 16* are connected in .series. Again, 
an inverted function (NAND) is produced at an inverted 
outpu\10\ and inverted to yield the desired AND signal 
at the final output terniinal.?8'. 

An implementation of the OR gate of FIG., l in 
accordarrce with the invention is shown in FIGs. .3a and 
3bi Both are plan views of the same area in a logic an^ay, 
with FIG. 3a emphasizirig the.transistor drain, source 
and interconnection inplants by shading them, from 
lower left to upper right (poiysilicon gates are shaded 
from upper left to lower right), and FIG. 3b ennphasizing 
the metalization that overlies the IC substrate! In PIG. 
3b the lower levfel of metalization (metal- 1) which 
directly contacts the underlying IC is shaded'from lovyer 
left to upper right, while the upper metafrS metalization 
that interconnects different portions.^ of the metal- 1 js 
shaded from upper left to lower right.' Metal- 1 is shoyyn 
in dashed lines and metal-2 in solid t>ut unshaded tines 
in FIG. 3a. Contact connections between the IQ arid the 
metal-1 layer are indicated by hollow squares Ml , yvhile 
vertical conductive vias which substitute connections 
between the metal-1 and metal-2 layers for the IC- 
metal-1 contacts are stipled and labeled M2. 

In FIG. 3a the sources. drains,ahd gatesf of each of 
the transistors are irKlicated by the same transistor 
numbers as in FIG. 1, followed by S. D or G. respec- 
tively. The transistor sources and drains (the designa- 
tion of an element as a source or a drain is somewhat 
arbitrary) are fabricated in a conventional nianner by 
inplarttihg dopant ions into the circuit substrate. While 
both the p+ and n+ doping can vary with parameters 
such as feature size and the type of fabrication process 
used., the p+ sources and drains of. the p-channel 
devices *2, 4. 6 and 30 are typically doped with a boron 
ion implant at a density of about 4xio^^ ion/ cm^.' and 
an implantation energy of alx>ut 30 keV. The n+ source 
and drain regions of the n-channel transistors 12. 14, 16 
and 32 are typically doped in accordance with industry 
standards with arsenic ions at a density of about 
5xio^^/cm^, and an implant energy of about 150 keV. 
Either.a masked ion flood beam. or a focused ion beam 
may be used; doping by older gaseous diffusion tech- 
niques rnay also be employed. 

In FIG. 3a the transistors used in the OR gate of 
FIG. 1 are shaded for clarity, while the remaining tran- 
sistors are unshaded. All of the p-channel transistors in 
the entire array have substantially the same sizes and 
geometric layouts: the n-channel transistors similarly 
have the same size arxi geometric layout. This is of con- 
siderable benefit in camouflaging the cell to which a par- 
ticular transistor belongs, and also the boundaries 
between cells, since normally different cell transistors of 
the same conductivity type will not all have the same 
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size. For exarnple, output trar^istors are normally larger 
because they can-y more current. This can be acconrv 
modated by the invention by making all of the transistors 
somewhat larger, although at the price of a greater over- 

5 all area and consequently some degradation in the 
device density. Alternately, buffer circuits could be 
employed to boost the output currents if the output tran- 
sistors are reduced to the size of the other fransistors. 
or the ratio of the source/drain width W (in the vertical 

10 direction in FIG. 3a) to the gate length L (the narrow hor- 
izontal gate dimension in FIG. 3a) can be increased. 
The W/L ratio is conventionally about 7-15 for an n- 
channel device, and about 15-30 for p-channel device, 
this ratio can be increased on the order of about 1 5% to 

75 accommodate the invention. Another consequence of 
using equal size ti-ansistors is that the circuit*s operating 
speed can go down somewfiat because of extra para- 
sitic capacitances, although the transistors can be used 
in parallel to obtain more output drive. Since the camou- 

20 flaged cells tend to be larger and slower than conven- 
tional cells, it may be desirable to implement only the 
more Important portion of a corinplete circuit on a single 
die with the irrvention's camouflage techniques, with the 
remainder of the circuit implemented using conventional 

25 cells. 

The use of identical transistor geometries and lay- 
outs by itself is very helpful in thwarting reverse engi- 
neering. However, ttie camouflage provided by the 
Invention is considerably enhanced by a transistor inter- 
so connection scheme that greatiy adds to the difficulty of 
reverse engineering. Rather than connecting thie tran- 
sistor regions of like conductivity witii metalized inter- 
connects in the conventional fashion, such connections 
are made by means of doping implants into the sub- 
35 strate between the desired sources and drains. Such 
interconnections are preferatrfy implemented, as shown 
in FIG. 3a. by extending the source and drain implants 
on either side of the transistors with taps that are 
labeled ST for source taps and DT for drain taps, and by 
40 connectors C that interconnect the source and drain 
taps tor the same transistor and the sources and drains 
of adjacent transistors. The implanted interconnections 
are preferably established .simultaneously with the 
source and. drain implants by providing appropriate 
45 openings in the implarrtation mask (if flood beam 
implantation is employed), or by extending the scanning 
area, of a focused ion. beam. An alternate method of 
implantation would be a conventional gaseous diffusion 
process to establish the doping, but this is less prefera- 
50 ble than ion beams. By using the same source/drain 
fabrication step to also fabricate the implanted intercon- 
nections, the interconnections have, the same dopant 
concentration as the sources and drains and are formed 
integrally therewith. 
55 A uniform pattem of interconnections is provided for 
the transistors of each cell;, the pattern includes all of 
the interconnections that could be used for any of tiie 
different cells in tine overall IC. Thus, both intra- and 
intertransistor corinectors CI arxJ C2. respectively, are 



4 



BNSDOCrE>: <EP 07649eSA2 1 > 



t 



7 

tmplanted at the opposite extremities of the source and 
drain laps ST and DT. intertransistor connectors C3 are 
provided between the Inner ends of the sources and 
drains of adjacent transistors, and intertransistor con- 
nectors C4 are provided between the inner extremities 
of the source and drain taps ST and DT of adjacent tran- 
sistors. ' 

As described thi« far. there is no differentiation 
b^een logic cells because they all have the same 
complete set of intra- and intertransistor connections. 
The circuit at this point, while nonfunctional, is thus vir- 
tually impossible to reverse engineer. Logic functionality 
is established by interrupting selected taps and connec- 
tors with channel stop implants, with the rerhaining unirv 
terrupted^ taps and connectors determining the cell 
functionality/ The channel stops are of opposite conduc- 
tivity to the interconnections which they respectively 
interrupt, and are preferably implanted in the same fab- 
rication step a^ the other portions of the circuit that have 
the same conductivity as the channel stop. 

The channel stops are prefer^ly made as small as 
possible, consistent with providing a secure interruption 
of the interconnections in which they are located. This 
will generally be the minimum feature size oiF the IC. 
which with present generally available technology is 0.5 
microns. If the channel stops were confined to the 
widths of the interconnections which they interrupt and 
had upper surfaces planar with these interconnecftions. 
they would be totally invisible to presently available 
reverse engineering techniques. On the other hand, the 
channel stops will normally extend slightly beyond the 
limits of their respective interconnections to assure a 
reliable interruption. Also, since n+ and p+ doping nor- 
mally exhibit different etch rates, the surface of the IC 
from one side of a channel stop to the opposite side will 
normally not be atjsolutely planar. However, the pre- 
fei'red channel stop dimension of at»out 0.5 microns 
approximates the wavelength of visible light, which 
v/ould make the channel stops invisible to observation in 
this wavelength regime. Furthermore, with ai very nar- 
row channel stop the normal lateral spreading of the 
taster n+ etching would tend to reduce or even entirely 
eliminate the surface differential that would otherwise 
accompany th^ differerit etch rates, niaking' reverse 
engineering even more difficult. - 

Referring again to FIG. 3a, the channel stops CSO 
that are implanted to implement the OR gate are stipled, 
while potential channel stop sites CS1 that are not used 
for this particular logic cell, leaving their respective inter- 
connects uninterrupted, are ^own in outlinie only. The 
correspondence between FiGs. 1 and 3a is readily 
apparent. The metal- 1 lead 8 provides a Vdd power 
input in FIG. 3a, while the metal-1 lead 18 provides a 
Vss (ground) source. The series conriection frorri' Vdd 8 
through p-channel transistors 2, 4 ahd 6 to the NOR out- 
put terminal 1 0 extends from the M1 lead 8 to the upper 
end of the source tap ST for the source 2S of transistor 
2 and through an unblocked channel stop site to 2S: 
from the lower end of 2D through a connector C3 to 4S; 
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from the lower end of 4D through another connector C3 
to the lower end of 6S; through an unblocked channel 
stop site at the lower end of 6D and another unl^locked 
channel stop site in a connector 04 to a blocked tap at 

5 the lower end of 30S; and up through a contact Mia in 
the blocked tap to a metal-1 link which serves as the 
NOR output node 10 (shown in FIG. 3b). 

The inverter transistors 30 and 32 are shown on the 
right side of the shaded area of FIG. 3a. The gate input 

10 to p-channel transistor 30 from NOR output node 10 is 
through the metal-1 contact Mlb. while the OR output 
28 is taken from the metal-1 contact Ml c at the tap from 
the lower iend of SOD, and up through the via M2a to the 
metal-2 line 28. (shown in FIG. 3b). The connection from 

15 the NOR output 10 to the n-channel transistors 12. 14 
and 1 6 extends from the lower end of 6D, through a con- 
tact Mid to the metal-1 layer; a via M2b that is linked by 
metal-i to Mid and extends up to a metal-2 line 34a; 
and down 34a and through another via M2c to a metal - 

20 1 link which connects it to a metal-1 contact Mie at the 
upper end of 1 6D. The pattern of unblocked and blocked 
channel stop sites in the n-channel portion of the cell 
establishes the parallel connection of n-channel transis- 
tors 12. .14 and 16. with a connection of 12S to ground 

25 line" 1 8 through an unblocked metal-1 contact from a tap 
ST at the lower end of 12S. 

The rows of p-channel and n-channel transistors 
extend in a horizontal direction over the full extent of the 
IC transistor anay. without ariy visibly discernable dis- 

30 tinctions between the transistors of the same conductiv- 
ity within a given cell or among different cells. Similarly, 
the vertical columns of alternating p-channei and n- 
channel transistors exterxJ over the full IC transistor 
array, again with all of the p-channel transistors in each 

35 column having the same size and geometric layout, and 
the same for all the n-channel transistors. 

ITie OR cell illustrated in FIGs. 3a and 3b is shown 
with channel stops that folate it from adjacent logic 
cells to both the left and right. Interconnections with 

40 such cells ca^n be made if desired by metal-1 connec- 
tions and/or elinriinating selected channel stops. Inter- 
connections between different logic cells within a 
vertical column would normally be made through the 
metal-2 leads. 

45 The AND gate shown in FIG. 2 wouW be imple- 
mented in' a manner similar to FIGs. 3a and 3b, but th 
connections for the p-channel and n-channel transistors 
would be rieversed from those shown in FIGs. 3a and 
3b. Many other cells with varying numbers of n-chan- 

50 nel/p-channel transistor pairs couid be stored in a library 
for use with a CAD system. In addition to the 3-input 
NOR and NAND gates and the 2-transistor inverters 
descrit^ed above, such cells could include NOR and 
NAND gates with different numbers of inputs, exclusive 

55 or (XOR) gates, all with or without output inverters, mul- 
tiplexers, various types of flip-flops and combinations of 
different logic functions. 

Another important feature that enhances the cam- 
ouflage effect is that, as shown in FIGs: 3a and 3b. the 
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metalization patterns are uniform and repetitive. The 
dimensions of arxl spacings between metallizations is 
uniform whenever possible. This is contrary to conven- 
tional circuit layouts, in which non-uniform spacings are 
used to minimize parasitic capacitances. While this 
aspect of the invention can degrade performance some- 
what, particularly because it can conflict with an optimal 
geometric positioning of the Vdd and ground lines to 
minimize parasitic capacitances, the reduction in oper- 
ating speed is more tiian offset by the enhanced cam- 
ouflage effect for high security applications. Again, the 
uniform pattern makes it much more difficult to discern 
cell boundaries ar^i functions. Additional camouflage 
protection is afforded by locating the Ml rtietal-l/IC con- 
tacts so that they are shaded and obscured by overlying 
metal-2 leads as shown, and by the metal-2 leads shad- 
ing the metal-1/metal-2 vias M2; both of th&e shading 
effects are sfiown in FIG. 3 b. Further more; 'metal lines 
are preferably rur^all the way across each cell in their 
path, rather than terminating at a target locatipn.within a 
cell siich as the gate contact. ./ 

The polysilicon gates (assuming a silicon substrate 
is used) can be formed either before or after. the source, 
drain, interoohnect and channel stop implants. The 
metai-1 and metal-2 connectors and tiieir respective 
contacts and vias are of course formed over the com- 
pleted !C. , . . 

FIGs. 4a and 4b are sectional views (not to scale) 
taken along the section lines 4a-4a and 4b-4b of FIG. 
3a, illustrating the fabrication of their respective source, 
drain, interconnection arid channel stop implants, but 
excluding the polysilicon and metafization Jayers. The 
devices are formed, in a semiconductor substrate 38 
that for illustrative purposes is silicon, but may also be 
GaAs, some other desired semiconductor material, or in 
principle any nonconductive material such as silicon-on- 
sapphire. The circuit fabrication can be accomplished 
with a conventional process, such as that described in 
Frederiksen. Intuitive CMOS EJectronics. McGraw-Hill 
Publishing Co., 1989, pages 134-145; it is a distinct 
advantage of the invention that it does not require any 
spedal processing to irrplement. ,^ 

In a typical CMOS process, a protective, oxide layer 
alx)ut 250 AngstroTns thick is first laid down over the 
semi-conductor sut>strate 38. A well is then implanted 
through openings in the oxide layer for each FET whose 
source and drain is of the same, conductivity type as the 
substrate doping. VVrth substrate 38 illustrated as having 
an n- doping, a somewhat more heavily doped p-well 40 
woukJ be implanted about 3 microns deep for the n- 
channel devices (FIG. 4a). The wells are then subjected 
to a long high temperature anneal, typically at about 
1 .1 50** C, for about 10 hours. 

The next step is tiie FET source, drain arxJ intercon- 
nection implants. For the n-channel devices an oxide 
mask 42 is laid down over the substrate with openings 
at the desired locations for the sources and drains. In 
the case of an n-channel FET 1 2 whose source 1 2S and 
drain 12D may be interconnected by means of an ion 



implantation in accordance with tiie invention, a single 
continuous mask opening 44 is provided to implant the 
drain 12D, the source 12S, the outer and inner source 
and drain taps ST and DT. and the connector 01 . The 

5 inrplantation is then performed, preferably with a flood 
beam (indicated by numeral 46) of suitable n-dopant 
ions such as arsenic. The unused channel stop sites 
CS1 are le^ft with the same doping conductivity as thar 
respective taps and connectors, while the active chan- 

10 nel stops GSO are implanted to the opposite conductiv- 
ity. This can be done by providing a mask over the CSO 
sites during the inplantation of the source and drain and 
implanting the channel stops during the implantation of 
the FKChannel transistors, or by implanting the channel 

15 Stops n+ atong with the rest of the n-channel transistors 
and then (or previously) performing a double-dose p+ 
implarrt that is restricted to the channel stops. 

As in conventional processing, a separate implant 
mask 48 is used for the p-channel devices (FIG. 4b). A 

20 single continuous opening 50 is provided in the maskfor 
the taps and connectors and the transistor elements 
which they connect; these are illusti'ated as p-channel 
FET source 2S, drain 2D. drain taps DT. source taps ST 
and connector CI. Implantation is preferatrfy performed 

25 with a flood beam, indicated by numeral 52. of a suitable 
p-type dopant such as boron. 

The implantation can be performed in the same 
manner as prior unsecured processes, the only differ- 
ence being that tfie implant is now done through a larger 

30 opening in eacfi mask tfiat includes the implanted taps 
and connectors as well as the FET sources and drains, 
but excludes the channel stops. No differences in 
processing time or techniques are required, and the 
operator need not even know that the mask provides for 

35 circuit security. The circuits are then completed in a con- 
ventional nrianner, with threshold implants made into the 
FET channels tp set the transistor characteristics. A 
field oxide is laid down as usual, and polysilicon is then 
deposited and doped either by diffusion or ion implanta- 

40 tion to form the channels and the interconnects. A die- 
lecti-ic is next deposited and metalization layers added 
to establish inputs, outputs, bias line and any necessary 
cell lirikages. Finally, an overglass or other suitable die- 
lectric coating is laid down over the entire chqD. 

45 Since the only required change in the fabrication 
process need be for a rrrodifrcation in the openings of 
tine ion implantation masks, a new set of standard 
masks with the nrwxlified openings could be provided 
and used as standard elements of the circuit design 

50 process. This makes the invention particularly suitable 
for CAD systems, with the designer simply selecting a 
desired secure logic gate design from a library of such 
gates. 

In summary, an integrated digital circuit is protected 
55 from reverse engineering by fabricating all transistors of 
like conductivity 2, 4, 6. 30; 12. 14, 16, 32 with a com- 
mon size and geometric layout,, providing a common 
layout for different logic cells, connecting doped circuit 
elements of like conductivity with electrically conductive 
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doped implants C in the substrate 38 rather than metal- 
ized interconnections, and providing non-functional 
apparent interconnections that are interrupted by non- 
discernable channel stops CSO so that all cells falsely 
appear to have a common interconnection scheme. The 5 
camouflage is enhanced by providing a uniform pattern 
of metal leads 8, 18. 28. 34 over the transistor array, 
with a uniform pattern of heavily doped implant taps ST. 
DT from the transistors for connection to the leads; 
undesired tap-lead connections are blocked by channel 10 
stops. 

While several illustrative embodiments of the inven- 
tion have t>een shown and described, numerous varia- 
tions and alternate embodiments will occur to those 
skilled in the art. Such variations and alternate emtxxli- is 
ments are contemplated, and can be nr>ade without 
departing from the spirit and scope of the invention as 
defined in the appended claims. 

Claims . ^0 

1. A camouflaged digital integrated circuit (IC). char- 
acterized by: 

a substrate (38). ; 25 

an array of IC multi-transistor (2. 4. 6. 12. 14. 
16. 30. 32) logic cells on said substrate (38) 
having a plurality of respective logic functions, 
said logic cells having their transistors (2-6. 12- 
16. 30, 32) arranged in substantially the same 30 
spatial pattern so that their respective logic 
functions are not discernable from their transis- 
tor patterns, 

electrically conductive implant iriterconnectidns 
(C) among the transistors (2-6. 12-16; 30. 32) 35 
within each cell, the pattern of interconnections 
(C) within each cell determining its logic func- 
tion, and 

- ' external conn^ons (8. 18. 28, 34) to said 

cells. " ' ' -40 

2. The camouflaged digital IC of daim 1. character- 
ized in that each of the transistors of the same con- 
ductivity type (2, 4. 6. 30. 12. 14. 16, 32) in each of 
said cells has substantially the same size 45 

3. The camouflaged digital IC of claim 1 or 2, charac- 
terized in that said external connections are pro- 
vided by a uniform pattern of metal leads (8. 18, 28. 

34) overiying said cell anray. so 

4. A camouflaged digital integrated circuit (IC). char- 
acterized by: 

a substrate (38). ss 
a uniform an-ay of IC transistor (2, 4, 6. 12, 14. 
16. 30. 32) on said suljstrate (38), and 
a uniform pattern of electrically conductive 
implant interconnections (C) among said tran- 
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sistor5(2-6. 12-16.30.32). 
at least some of said Interconnections (C) 
being apparent so as to organize said transis- 
tors (2-6. 12-16. 30. 32) into logic cells with dif- 
ferent logic f unctiore. 

5. The camouflaged digital IC of claim 4, character- 
ized in that said apparent interconnections are 
implemented with implanted interconnections of 
one doping conductivity interrupted by respective 
channel stops (CSO) of opposite conductivity. 

6. The camouflaged digital IC of daim 4 or 5. charac- 
terized by a uniform pattern of metal leads (8. 18. 
28. 34) overlying said transistor array and providing 
external connections to at least some of said tran- 
sistors (2-6. 12:16, 30. 32). 

7. The carnouflaged digital IC of claim 6. character- 
ized by a uniform pattern of electrically conductive 
inrplant taps (ST. DT) from said transistors (2-6. 12- 
16. 30, 32) and metal interconnections (Ml) 
between said taps (ST. DT) and said leads (8. 18. 
28. 34). at least some of said taps (ST. DT) being 

' apparent. 

8. A method of fabricating a camouflaged digital inte- 
grated drcuit (IC). charaderized by the steps: 

inplantihg an anray of transistors (2, 4, 6. 12. 
14. 16. 30, 32) in a substrate (38). 
implanting common patterns of electi icaily con- 
ductive doped interconnections (C) among said 
transistors (2-6, 12-16. 30, 32). and 
interrupting some of said interconnections (C) 
in a manner that is hot readily visibly percepti- 
ble to implemerrt different logic functions for 
separate groups of transistors (2-6. 12-16; 30. 
32) that have common transistor sizes and lay- 
outs. ' 

9. The method of daim 8, Cliaracterized in that ttie 
intei^rupted interconnections (C) are interrupted by 
irhplanting heiavily doped channel stops (CSO) of 
opposite conductivity into them. 

10. The method of ciairri 9. charactenzed by the steps 
of implanting electrically conductive doped taps 
(DT. ST) fi om at least some of said transistors (2-6. 
-12-16. 30. 32) for receiving external connectiore. 
interrupting at least some of said taps (ST, DT) in a 
manner that is not readily visibly perceptible. arKi 
providing external connections (8. 18. 28, 34) to 
said taps (DT ST) 
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